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A CONTROL AND COMMUNICATION SYSTEM, A RADIO RECEIVER AND A 
CONTROL AND COMMUNICATION METHOD 

The present invention relates to systems and methodology 
which make it possible, in a highly reliable and, optional- 
5 ly, checkable manner, and employing, inter alia , a radio 
broadcast disseminated via a private, public, national or 
international network, to communicate with, and exert 
control over certain desired functions of ah apparatus, a 
device or a system which is [or at least (in the case of a 
10 system) a controllable part of which is] situated at a 
location remote from the controlling person. 

Those preferred embodiments of the present invention which 
are described in detail in the present specification are 
described in the context of the application of the inven- 
15 tion in the technical field of supplying, transmitting and 
distributing electrical power or energy. However, as will 
^ become apparent from the disclosure below ( vide infra \ 9 the : 
invention is equally well* suited to a wid^ range of other ^ 
applications. t . ~ 

- < 

20 BACKGROUND OF THE INVENTION 

Modern society is to a high degree dependent on electrical 
power and electrical energy. Thus, many industries are 
totally dependent on the supply of electrical power and 
energy; furthermore, the past 15 years have seen increas- 
25 ingly pronounced computerization of numerous operations and 
functions, which thereby become totally dependent on a 
stable and reliable supply of electrical energy. 

In contrast to the supply of, e.g., gaseous, liquid or 
solid fuels, or of heat in the form of pressurized steam, 
30 hot water, etc., where buffer storage may be established 
for coping with situations of extremely high demand or 
high consumption, the supply of electrical power or energy 
cannot be ensured by buffer storage, since electrical 
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energy has to be generated at the very moment it is re- 
quired. This situation and modern society's total depen- 
dence on electrical power and energy make it essential 
that the supplier of electrical energy and power has a 
5 production , transmission and distribution system capable of 
coping with even the most extreme electrical power and 
energy demands , and can control the production, transmis- 
sion and distribution of electrical energy in accordance 
with the demand for electrical energy applying at any given 
10 time. 

As will be appreciated, demands vary not only throughout 
the year, but also within a single day. The techniques for 
producing, transmitting and distributing electrical energy 
for complying with these demands or requirements has been 

15 refined throughout the years in order to ensure a stable 
and correct electrical power supply to the consumer. For 
obvious reasons, electrical power suppliers have attempted 
to stimulate a more even energy consumption by, e.g., 
varying the tariff i.e. the price Jtojje paid for a speci- 

20 f ic amount of electrical energy (normally a kilowatt-hour) , 
at certain times of the day and the .year. In extreme situa- 
tions, i.e. in periods of extremely high electrical energy 
or electrical power demand, the supplier of electrical 
power or energy furthermore wishes to be able to exert some 

25 degree of positive control over which consumers consume 

electrical energy or power at a given time, in order to be 
able to postpone consumption of electrical energy or power 
for "low-priority" purposes to a specific time at which the 
demand for electrical energy is relatively low. 

30 Certain techniques have been developed for solving the 

above problems and, e.g., rendering it possible to provide 
a time-of-day tariff or day/night tariff by providing a 
meter including a clock controlling the switching of the 
meter from, e.g., a low tariff to a high tariff or vice 
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As described in, e.g., US 4,390,839, it has further been 
suggested to provide a time-of-day meter which is remotely 
controllable for switching between different kilowatt-hour 
rates or tariffs by the supply of a tone-burst to the meter 
5 through the power lines connected to the meter. This tech- 
nique is, however, neither reliable nor satisfactory, since 
the electrical power supplier normally attempts to elimin- 
ate any signals having a frequency different from the mains 
supply frequency from the power supply lines, and the tone- 
10 burst signals are consequently most often muted in the 

transmission or distribution network; this results in the 
intended tariff -shifts not being established. 

One object of the present invention is to provide novel 
techniques which render it possible "for a supplier* of 

15 electrical power or energy to (1) remotely control' the 

consumption of electrical energy by the individual consumer 
by switching specific "low-priority" loads in and out of 
the electrical power supply network in accordance with the 
; ~ demand y for electrical energy or electrical power, : ^2) ; 

20 ^remotely control the tariff -shift? in a reliable maimer and 
^ (3) provide relevant information to the individual con- 
sumer. 

Another object of the present invention is to provide a 
novel technique which renders it possible to carry out the 

25 above-mentioned remotely controlled switching of loads in 
and out of the network and further the above-discussed 
tariff-shifts in independent groups of loads or consumers 
ranging from a single load or a single consumer to a large 
group of loads or consumers, such as all household con- 

30 sumers within a specific geographical area, e.g. within a 
city or an area supplied mainly from a specific power plant 
or distribution network. 

The above objects, together with other objects which on the 
basis of the disclosure given below will be apparent to a 



u 
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invention 



DESCRIPTION OF THE INVENTION 



A first aspect ot the invention relates to a control and 
5 communication system for communicating with, and at least 
remotely controlling switching between an initial and a 
first state of , an apparatus, a device or a system, 

the control and communication system comprising: 



a central control unit for generating a first control 
10 signal representing the first state of such an apparatus, 
device or system, said central control unit comprising a 
first input for receiving a first input signal representing 
the state, and an output for outputting the first control 
signal, 

a radio transmitter connected to the output of, jfche central 
control u^it for receiving the first control ^sigial If rom 
the central control unit and -for broadcasting, a first 
broadcast in response to the receipt of the first control 
signal , and 

20 a first radio receiver or a first plurality of radio recei- 
vers for receiving the first broadcast from the radio 
transmitter, the first radio receiver or each radio recei- 
ver of the first plurality of radio receivers being ar- 
ranged at a respective switching means and generating a 

25 first receiver signal in response to the receipt of the 

first broadcast, the receiver signal causing the switching . 
by the switching means. 




30 



the radio transmitter and the first radio receiver or each 
radio receiver of the first plurality of radio receivers 
being selected from the group consisting of: 



ti 



J 
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private, public, national and international radio transmit- 
ters and radio receivers employing AM (amplitude modula- 
tion) , FM (frequency modulation) , PM (phase modulation) , 
PCM (pulse code modulation) , DTMF (dual tone multi frequen- 
5 cy) or CW (continuous wave) modulation and operating in the 
HF (high frequency) , VHF (very high frequency) , UHF (ultra 
high frequency), SHF (super high frequency) or EHF (ex- 
tremely high frequency) frequency range, including radio 
transmitters and radio receivers of a private, public, 
10 national or international paging system. 

The nature of the initial and first states will clearly 
depend upon the nature of the apparatus, device or system * 
in question. For example, in applications of the invention 
to an electrical power supplying system, the initial state 
15 may represent a present-time state such as the present-time 
electrical power consumption by an electrical power consum- 
ing load of the electrical power supplying system, and/ or a: 
present-time state concerning the state of the power-sup- 
plying source (e.g. the state of a primary power-supplying 
20 source, ioe. a power station, or of a secondary power- 

... supplying source such as a transformer station) or of the ^ 
electrical power supplying network, i.e. an electrical f 
power supply state, i.e. a state reflecting the production 
and distribution of electrical energy and power through the 
electrical power supplying system. The initial state may 



state of an electrical metering means (the metering means 
comprising or being connected to the above-mentioned swit- 
ching means) by which the tariff itself is changed, and/or 
30 to a present-time display of information to the consumer, 
e.g. information relating to the present-time electrical 



The first state of an electrical power supplying system 
may, for example, represent an expected state such as a 
35 foreseen development in the electrical power consumption, 
e.g. an increase or a decrease in the electrical power 
consumption within a short period of time or a foreseen 



* 
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change in the production or distribution capability of a 
power station and the electrical power supplying network of 
the electrical power supplying system, etc. Alternatively, 
th© first state of such a system may, e.g., correspond to a 
5 new state of the above-mentioned metering means, i.e. to an 
new tariff. 



in the case of other types of apparatus, device or system, 
the initial and first states, respectively, may, by way of 
example, correspond to: 

* 

10 a switched-off (i.e inactive) state and a switched-on (i.e. 
active) state or vice versa , such as switched-off /switched- 
on states of, e.g., an electric motor, a solenoid, a pump, 
a ventilator, a conveyor, a moving stairway (escalator) , a 
street-lamp, a neon sign, an electric heater, or an elec- 

15 trically actuated oil- or gas-fired heating system; 

a closed state and an open or partially open state or vice 
yer sa , such as closed/ open or closed/ partially open states 
of, e.g., an electxically actuated valve, a sluice, a^"-"l. 
shutter, a door, a blind, or a curtain; 

20 a forward-direction state and a reverse-direction state or 
vice versa, such as forward-direction/reverse-direction 
states of, e.g., an electric motor, a solenoid, a pump, a 
ventilator, a conveyor or a moving stairway (escalator) ; 

a lower-speed state and a higher-speed state or vice versa , 
25 such as lower-speed/higher-speed states of, e.g., an elec- 
tric motor, a pump, a ventilator, a conveyor or a moving 
stairway (escalator) . 

a normal or default state and an alternative state or vice 
yersa, such as normal or default/ alternative states of, 
30 e.g., a display or a system permitting disablement (e.g. 
identification and subsequent rejection) of credit cards, 
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debit cards or magnetized cards permitting access to a 
building. 

The first input signal which is input to the central con- 
trol unit of a control and communication system according 
5 to the invention may constitute any appropriate input, such 
as an analog or digital signal input, and may be generated, 
e.g., -by means of a keyboard, a switch generating any 
appropriate signal, or the like. Alternatively, the first 
input of the central control unit may be connected (through 
10 an appropriate interface) to a central computer, for ex- 
: ample a central computer of a power station or a central 
operator room controlling a plurality of power stations and 

* electrical power supplying networks. 

- The output of the central control unit may be connected 
15 * directly to the radio transmitter or be connected through 

fc amplifying or converting circuitry, such as a modem, for 

* transmitting the first control signal to the radio trans- 
mitter. 

- — gf* - r*"*^? "~~ ■- — —~ ' _ _ 

5 The radio transmitter may, in principle, be any suitable 
20 " type of radio transmitter fulfilling relevant statutory 
radio transmission and communication requirements for the 
regional, national or international territory or territo- 
ries in question. However, as indicated above, it is pre- 
ferred within the context of the present invention that , 
25 the radio transmitter is a private, public, national or 

international radio transmitter employing AM, FM, PM, PCM, 
DTMF, or CW modulation and operating in the HF, VHF, UHF, 
SHF or EHF frequency range. A suitable type of transmitter 
is an FM transmitter conforming to the RDS (Radio Data 
30 System) specification. 

Examples of national and international transmitters (opera- 
ting under the cooperative control of the appropriate 
national telecommunication authorities) are (i) transmit- 
ters of the NMT (Nordic Mobile Telephone) system, by which 
35 radio communication between mobile or stationary NMT radio- 
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telephone units within the territories of the four Nordic 
countries (Denmark, Sweden, Norway and Finland) is pos- 
sible, and (ii) transmitters of the coming GSM (in French: 
"Globale Systeme Mobile") system, which is an as yet unim- 
5 plemented system for global radio communication between 
mobile or stationary GSM radio-telephone units. 

It is particularly preferred that the transmitter is a 
radio transmitter of a private, public, national or inter- 
national paging system, examples of such paging systems 

10 being the Danish OPS ( w of fentligt personsoge-system" ) 
system and the European ERMES (European Radio Message 
System) system. Such paging systems are particularly ad- 
vantageous in the context of the present invention for 
several reasons, for example: (a) they are, in general, 

15 tried, tested and well-maintained systems complying with 
stringent requirements with respect to the quality and 
reliability of the various component installations and of 
the transmissions and broadcasts themselves , and (b) they 

. comprise a large number of essentially identical radio . 

20 transmitters distributed ^generally rather evenly ' throughout 
the territory or territories in question; tSis latter 
feature, in particular, contributes to ensure high unifor- 
mity and adequate strength of the broadcast (transmitted by 
the latter-mentioned plurality of radio transmitters) 

25 received simultaneously by a plurality of radio receivers, 
since there will generally be at least one transmitter (of 
this plurality of transmitters) in reasonable geographical 
nearness to each radio receiver to which a given broadcast 
is directed. For example, the Danish OPS system comprises 

30 approximately 70 transmitters covering most of the geogra- 
phical area of Denmark, excluding the Faroe Islands and 
Greenland. Adequate strength of the received broadcast may 
help to ensure that other broadcasts, particularly rela- 
tively weak broadcasts > which are not intended for recep- 

35 tion by the radio receiver (s) in question do not "override" 
or otherwise interfere with the intended broadcast. 
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The European ERMES public paging system is at present 
unimplemented . However, present projections predict a 
European territorial coverage of ca. 20% by the year 1993, 
and ca. 80% by 1997. 

5 As already indicated f vide supra ) . the radio receiver (s) 
employed within the context of the present invention should 
be of a type compatible with and corresponding to the radio 
transmitter in question. 

Further to the discussion above concerning the nature of 

10 initial and first states between which switching may take 
place, and as another aspect of the invention, the appara- 
tus, device or system in question may be selected from the 
group consisting of: electrical power supplying systems; 
display systems, including LCD displays, LED displays, lamp 

15 displays, TV monitors, light projectors and electromechani- 
cal displays; alarm systems, including acoustical and 
visual alarm systems; paging systems and devices; ventila- 
tibn systems and devices ;^spr inkier systems and irrigation 
systems; credit card and debit card disabling systems; 

20 remote-control systems;" illumination systems and devices; 
electric motors and electrically driven pumps for pumping 
gases or liquids; electromechanical lifting and moving 
systems; electrically operated valves, shutters and sluices 
regulating the flow of gases or liquids; windmills, includ- 

25 ing windmills generating electrical power and windmills 
powering water-pumping devices; household appliances; and 
heating systems and devices, including cooking appliances. 

Thus, some non-limiting examples of applications to which 
the present invention is well suited are: 

30 remote-controlled switching on and switching off of devices 
or installations such as electric street lamps, electrical- 
ly driven water sprinklers for watering fields or green- 
house plants or the like, heating systems (e.g. for heating 
road surfaces, leisure homes, summerhouses , swimming pools 
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or greenhouses) and acoustical warning systems such as 
civil defence public warning systems, 

remote-controlled alteration of a price displayed on a 
display, e.g. the price of motor fuel (gasoline, diesel 
5 fuel etc.) as displayed on a refuelling pump or elsewhere 
at a fuel station by means of an electromechanical display, 
lamp-illuminated display or other type of display, and 

remote-controlled regulation of valves, sluices and the 
like in chemical or other process plants, or at dams, water 
10 reservoirs or weirs. 

In a further aspect of the invention, the first radio 
receiver or each radio receiver of the first plurality of 
radio receivers is connected to the apparatus, device or 
system in~ question via the respective switching means for 
15 switching the appaxatus, device or system from a normal or 
default state to a first state in response to the first 
^ receiver ^ignal being supplied to the respective switching 



A particular embodiment of the invention provides 
20 a control and communication system for an electrical power 
supplying system including at least one power-supplying 
source and an electrical power supplying network receiving 
electrical power from the power-supplying source and sup- 
plying the electrical power to a plurality of electrical 
25 power consuming loads, each of the electrical power consum- 
ing loads being connected to the network through a respec- 
tive metering means which comprises or is connected to the 
switching means, 

the control and communication system comprising: 

30 a central control unit for generating a first control 

signal representing a first state of the electrical power 
supplying system, the central control unit comprising a 
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first input for receiving the first input signal represen- 
ting the state , and an output for outputting the first 
control signal, 



a radio transmitter connected to the output of the central 
5 control unit for receiving the first control signal from 
the central control unit and for broadcasting a first 
broadcast in response to the receipt of the first control 
signal , and 



a first plurality of radio receivers for receiving the 
10 first broadcast from the radio transmitter , each radio 
receiver of the first plurality of radio receivers being 
arranged at a respective metering means and generating a 
f irst receiver signal in response to the receipt of the 
first broadcast. 

15 In connection with the latter particular embodiment of the 
invention, the first control signal representing the first 
* state of the electrical power <supplying= system may be used 
for switching the metering means between different tariffs. 
Thus, in a further aspect of this particular embodiment, 

20 each radio receiver of the plurality of radio receivers is 
connected to the respective metering means for switching 
the respective metering means from a normal or default 
tariff to a first tariff in response to the first receiver 
signal being supplied to the respective metering means. 



25 In a still further aspect of this particular embodiment, 

each radio receiver of the first plurality of radio receiv- 
ers is connected to a respective on/off switching means for 
receiving the first receiver signal and for disconnecting 
an electrical power consuming load (which constitutes at 

30 least part of the electrical power consuming load connected 
to the electrical power supplying network through -the 
respective metering means) from the electrical power sup- 
plying network in response to the first receiver signal 
being supplied to the respective on/ off switching means. 
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Consequently, the first control signal controls the swit- 
ching off of a load from the electrical power supplying 
network , this switching off being performed in the event of 
the power demand exceeding a critical threshold or increas- 
5 ing more rapidly than the available power or energy. 

Preferred embodiments of a control and communication system 
according to the present invention further comprise a fold- 
back radio receiver for generating a fold-back signal in 
response to the receipt of the first broadcast from the 

10 radio transmitter, the central control unit then further 
comprising a fold-back input for receiving the fold-back 
signal. By the provision of a fold-back radio receiver 
generating a fold-back signal supplied to the central 
control unit, the entire control and communication system 

15 is provided with a pseudo-feedback loop, since the fold- 
back signal constitutes a pseudo-feedback signal informing 
the central control unit that the fold-back radio receiver - 
has received the first broadcast from the radio transmit- 
ter. J^*M^f ram providing a pseudo-feedback loop (it is not^ 

20 possibly inr practice, to establish a truer feedback loop J 
— from all radio receivers of a first plurality of radio "= 
receivers to the central control unit) , the incorporation 
of a fold-back radio receiver further renders it possible 
to check whether false or erroneous broadcasts are presen- 

25 ted to the radio receiver (s) of the control and communica- 
tion system according to the present invention; such false 
or erroneous broadcasts may be generated, e.g. , by computer 
hackers, or they may be broadcasts from radio transmitters 
broadcasting at a radio frequency which is different from 

30 the broadcasting frequency of the radio transmitter of the 
control and communication system of the invention but 
which, however, generates cross-modulation products in a 
radio receiver of the control and communication system of 
the invention. 

35 In connection with the problem discussed above, the presen- 
tation of false or erroneous broadcasts to the radio recei- 
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ver(s) might result, in the radio receiver (s) generating an 
unintended first receiver signal and thereby causing an 
unintended switching from an initial state to a first 
state, e.g. an unintended change in electrical energy 
5 supply tariff or an unintended switching off of a load from 
an electrical supply metwork. In order to minimize or 
possibly substantially eliminate the risk that an erroneous 
or false broadcast may activate a radio receiver of a 
control and communication system according to the invention 

10 and comprising a fold-back receiver, it is preferred that 
the radio receiver (s) comprise (s) a delay means for delay- 
ing the generation of the first receiver signal in response 
to the receipt of the first broadcast. By the provision of 
a delay means, the generation of the first receiver signal 

15 in the radio receiver (s) is delayed for a period of time at 

least corresponding to the period of time during which the 

central control unit may respond to a false or erroneous 

fold-back signal presented to the central control unit from 

the fold-back receiver and present a correct first control 

20 signal to the radio transmitter so as toJdause^the trans- 
it •~ ! ~ ~- 
mittiir to broadcast a correct .broadcast" to "the radio recei- 

ver(s) and thereby override any erroneous or false broad- 
cast received by the radio receiver (s). 

As discussed above, the provision of a fold-back radio 
25 receiver makes it possible to check, by means of a pseudo- 
feedback loop, the radio transmission within a control and 
communication system according to the present invention. In 
accordance with the teachings of the present invention, the 
fold-back signal and the first control signal are to be 
30 compared in order to determine whether the system is opera- 
ting properly and/ or whether false or erroneous broadcasts 
have been presented to the radio receiver (s) . The compari- 
son of the first control signal and the fold-back signal 
may be carried out within the control and communication 
35 system according to the present invention, since the cen- 
tral control unit may advantageously further comprise a 
comparator means for comparing the first control signal and 
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the fold-back signal so as to determine whether the fold- 
back radio receiver, and thereby the radio receiver (s) 
has/have received the first broadcast correctly or incor- 
rectly* However, the comparison of the first control signal 
5 and the fold-back signal may alternatively be carried out 
in any appropriate external means, for example a control 
computer of a power station. 

The first broadcast may be of any appropriate, easily 
detectable type, such as a continuous broadcast signal or a 

10 short-duration, intermittently transmitted broadcast or a 
broadcast transmitted only once. Depending on the type of 
broadcast in question, the generation of the fold-back 
signal (in the case of a control and communication system 
according to the invention which comprises a fold-back 

15 radio receiver) may be delayed relative to the generation 
of the first control signal by the central control unit, 
and the central control unit consequently prefer ably com- 
prises a storage means for storing the first control signal 
and a delay means for delaying the compar ison of the, first 

20- control signal an& the fold-back signal for a period of 

time after the generation of the first control signal, such 
as a predetermined period of time corresponding to the 
total period of time taken to transmit the first control 
signal from the central control unit to the radio transmit- 

25 ter, generate and broadcast the first broadcast from the 

radio transmitter, receive the first broadcast by the fold- 
back radio receiver and generate the fold-back signal 
within the fold-back radio receiver, said transmit the fold- 
back signal from the fold-back radio receiver to the cen- 

30 tral control unit. 

The first control signal representing the first state of 
the apparatus, device or system in question may be used for 
informing a subscriber, customer or consumer of the present 
state of the apparatus, device or system; for instance, in 
35 the case of a control and communication system for em 

electrical power supplying system, information concerning 
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the present tariff may be provided. Thus, in a further 
aspect of a control and communication system according to 
the present invention, each radio receiver is connected to 
a respective display means for displaying a first piece of 
5 information in response to the first receiver signal being 
supplied to the respective display means. 

In accordance with a further aspect, a control and com- 
munication system of the invention may perform a plurality 
of control operations, since the first control signal may 

10 constitute a specific control signal of a first plurality 
of control signals representing respective states of the 
apparatus, device or system in question, the first control 
signal being generated in response to the input, to the 
central control unit through the first input thereof, of a 

15 specific input signal of a first plurality of input signals 
representing the states, 

the radio transmitter broadcasting a specific broadcast of 
a first plurality of broadcasts in response to^the receipt 
of the specific contrpl signal from the central control 
20 unit, the radio receiver (s) generating a specific receiver 
signal of a first plurality of receiver signals in response 
to the receipt of the specific broadcast, and, in those 
cases where the control and communication system comprises 
a fold-back receiver, 

25 the fold-back radio receiver generating a specific fold- 
back signal of a first plurality of fold-back signals in 
response to the receipt of the specific broadcast. 

In accordance with this particular aspect of the present 
invention, the first plurality of control signals may 
30 represent, for example: 

* 

different loads to be switched into or out of an electrical 
power supplying network, or different electrical energy 
tariffs ; or 
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different sets of information for display via a display 
means, e.g. departure times for trains, aircraft, ferries 
and the like, or information regarding 



5 In a presently preferred embodiment of a control and com- 
munication system of the present invention as applied in 
the field of supplying electrical power ( vide Infr-a ) r the 
first plurality of control signals comprises three control 
signals defining a low tariff, a medium, normal or default 

10 tariff, and a high tariff, corresponding to periods of low 
consumption of energy, periods of rather stable, normal 
consumption of energy, and periods of high consumption of 
energy, respectively, from the power supplying system. 
Normally, the low tariff is a night-time tariff, the normal 

15 or default tariff is a day-time tariff, and the high tariff 
is a peak power consumption tariff applying in the early 
morning and in the late afternoon and early evening. Clear- 
ly, however, the first plurality, of control signals may 
comprise^ more than three- control signals, corresponding to' 

20 "a larger; number- of individual states of, e.g., an electri- 
cal power supplying system. 

In order to ensure that the first radio receiver or each 
radio receiver of the first plurality of radio receivers 
is operating correctly and is not unintendedly triggered by 

25 false or erroneous broadcasts, the radio receiver (s) may 
advantageously comprise logical means for positively iden- 
tifying any received broadcast as being either a broadcast 
intended for the radio receiver in question or a broadcast 
not intended for the radio receiver in question, in order 

30 to further increase the confidentiality and security of the 
entire control and communication system and further mini- 
mize or substantially eliminate the risk that a false 
broadcast received by the radio receiver (s) may result in 
the unintended generation of the first receiver signal, the 

35 central control unit preferably further comprises an en- 
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cryption means for encrypting the control signal or control 
signals output to the radio transmitter, and each radio 
receiver similarly preferably comprises a decryption means 
for decrypting any electrical signals generated by the 
5 radio receiver in question in response to the receipt of a 
broadcast. 

The encryption and decryption carried out in the central 
control unit and in the radio receiver (s) may be carried 
out in any appropriate manner by employing secret or public 

10 keys, by employing static or dynamic encryption routines or 
any combination thereof making use of a static and/ or 
dynamic encryption key, a static and/or dynamic encryption 
algorithm, a combination of the control signal or control 
signals, and a dynamic, time-varying function or a combina- 

15 tion thereof, while the decryption means performs a cor- 
responding decryption routine* The technique of encrypting 
and decrypting messages, data or signals is well-known 
within the technical field of data communication and broad- 
casting and may be refined for complying with any specific 

20 cally required level of secrecy or security. ^ —7 

As indicated previously ( vide supra ) , the radio communica- 
tion link between the radio transmitter and the radio 
receivers may be constituted by any appropriate radio 
communication system, and in a further aspect of the inven- 
25 tion, the radio transmitter and the radio receiver (s) are a 
transmitter and receiver (s) of a microwave communication 
system or an earth-satellite/satellite-earth communication 
system or the like* 

In a presently preferred embodiment of a control and com- 
30 munication system of the present invention as applied in 
the field of supplying electrical power ( vide infra ) , the 
control signal or signals, the receiver signal or signals 
and the fold-back signal or signals are digital signals 
rendering it possible to carry out the control and com- 
35 munication routines by means of digital electronic cir- 
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cuitry, such as computers, etc. Clearly, however, one or 
more of the above signals may be an analog signal, and a 
control and communication system according to the present 
invention may consequently comprise appropriate analog/ - 
5 digital and digital /analog converting means for converting 
the analog signal or signals in question into any appropri- 
ate digital form and for converting the signal or signals 
from digital representation into analog form, respectively. 
In a further aspect, the control signal or signals, and/ or 
10 the receiver signal or signals, and/ or the fold-back signal 
or signals are AM, EM, PM, PCM, DTMF or CW modulated sig- 
nals . 



As mentioned above, the radio transmission system of a 
control and communication system according to the present 

15 invention may be implemented in numerous ways. By employing 
the RDS system (Radio Data System) , the control signals 
may be broadcast by a conventional FM radio transmitter 
broadcasting in accordance with the RDS specification, 
which has been accepted by most countries throughout the 

20 world. The broadcast signals and any other appropriate 

information regarding the control and communication system 
according to the present invention may be transmitted in 
accordance with the RDS standard as transparent data chan- 
nel codes (TDC codes) or comprised by the paging service 

25 (PA service) of the RDS standard. Any other appropriate 
coding of the RDS standard may obviously be used for the 
transmission of the broadcasts and any other information 
from the transmitter in question to the radio receivers of 
the control and communication system according to the 

30 present invention. 



In accordance with the above-stated objects and other 
objects of the present invention, a control and communica- 
tion system of the of the present invention may provide 
communication from the central control unit to a single 
35 radio receiver (and thereby, where relevant, to a single 
consumer, subscriber or customer employing the services 



* 



WO 91/13523 PCT/DK91/00039 

19 

provided by a system according to the invention) or to a 
small or large group of identical receivers (and thereby , 
where relevant, to a small or large group of consumers, 
subscribers or customers) provided with identical logical 
5 means for identifying the broadcasts intended for the radio 
receivers of that group. Accordingly, and as a further 
aspect of the invention, the central control unit further 
generates a second control signal representing a second 
state of the apparatus, device or system, 

10 the second control signal being output through the output 
of the central control unit to the radio transmitter broad- 
casting a second broadcast in response to the receipt of 
the second control signal, 

the fold-back radio receiver, in those cases where the 
15 system comprises a fold-back receiver, further ^receiving 
the second broadcast and generating an alternative fold- 
back signal which is transmitted to the central control 

l ~ • unjut , and ■ + 

> ~ — -~L. 

the control and communication system further comprises: 

20 a second radio receiver or a second plurality of radio 

receivers for receiving the second broadcast from the radio 
transmitter, the second radio receiver or each radio recei- 
ver of the second plurality of radio receivers being ar- 
ranged at a respective switching means and generating a 

25 second receiver signal in response to the receipt of the 
second broadcast. 

As will be readily understood, the seconc radio receiver or 
each radio receiver of the second plurality of radio recei- 
vers may have characteristics equivalent to the charac- 
30 teristics of the first radio receiver or first plurality of 
radio receivers as defined above. 
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In accordance with additional features characteristic of 
the present invention, the control signal (s) transmitted in 
the form of a broadcast from the radio transmitter advanta- 
geously further include a clock signal or other separately 
5 identifiable marker signal for synchronising each receiver 
of a plurality of radio receivers from the central control 
unit, and/ or in the case of a particular embodiment of the 
control and communication system of the invention as ap- 
plied in the field of supplying electrical energy ( vide 

10 supya and vide infra) r the control signal (s) may further 
include information regarding the present kilowatt-hour ~ 
rate. The provision of a clock signal or other separately 
identifiable marker signal may, e.g., be of value in pre- 
venting fraudulent misuse, for example attempts to hinder 

15 the intended switching of an electrical energy tarif f from 
a low tariff to a higher tariff by wrapping the radio 
receiver (s) in a material (such as aluminium foil) which is 
not transparent to radio waves. In such cases, the radio 
receiver may be adapted to produce, e.g, an alarm signal 

20 (which may, e.g. , be transmitted by some means to the 

central control unit) in the event of failure of the radio 
receiver to receive a particular clock signal or like 
signal. 

Examples of other separately identifiable marker signals 
25 are signals based on random variables, and signals genera- 
ted in accordance with prescheduled variations in an al- 
gorithm. 



Each radio receiver is preferably implemented as an autono- 
mously operating unit comprising a central processing unit 

30 controlling the operation of the radio receiver and recei- 
ving additional control data from the central control unit 
for controlling the operation of the central processing 
unit of the radio receiver in question. Thus, the * addition- 
al data transmitted through the wireless link constituted 

35 by the radio transmitter and the individual radio receiver 
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may transmit control data programming the central proces- 
sing unit of the radio receiver in question, etc. 



The present invention further relates to a radio receiver 
of a control and communication system according to the 
5 present invention and having any of the above-described 

characteristics and fulfilling the above discussed objects. 

The objects of the invention are further fulfilled by a 
method according to the present invention for communicating 
with, and at least remotely controlling switching between 
10 an initial and a first state of, an apparatus, a device" or 
a system, 

the method comprising: 

generating a first control signal representing a first 
state of the apparatus, device or system in question in 
15 response to the receipt of a first input signal represen- 
ting the state, - ? 

- eat.w i - 

inputting the first control signal to a radio transmitter, 

broadcasting a first broadcast from the radio transmitter 
in response to the receipt of the first control signal, 

20 receiving the broadcast from the radio transmitter by means 
of a first radio receiver or a first plurality of radio 
receivers, the first radio receiver or each radio receiver 
of the first plurality of radio receivers being arranged at 
a respective switching means, and 

m 

25 generating a first receiver signal at the first radio 

receiver or at each radio receiver of the first plurality 
of radio receivers in response to the receipt of the first 
broadcast, the receiver signal causing said switching by 
said switching means, 
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the radio transmitter and radio receiver (s) being selected 
from the group consisting of: 

private , public, national and international radio transmit- 
ters and radio receivers employing AH, FM, PM, PCM, DTMF or 
5 CW modulation and operating in the HF, VHF, UHF, SHF or EHF 
frequency range, including radio transmitters and radio 
receivers of a private, public, national or international 
paging system. 

The method according to the present invention may further 
10 be implemented in accordance with any of the above-descri- 
bed characteristics of a control and communication system 
according to the present invention. 

Particular embodiments of the invention which are presently 
preferred in connection with the .application of the inven- 
15 tion in the field of supplying electrical power or energy 
will now be further described with reference to the draw- 
ings, in which: 



Fig. l is an overall schematic view of a. control -.and com- 
munication system according to the present invention com- 
20 prising a central control unit connected to a central 

control board of a power station, a wireless transmission 
link from the central control unit to individual radio 
receivers located at respective meters, and fold-back 
receivers connected to the central control unit, 

25 Fig. 2 is a schematic view of the radio receiver connected 
to its meter, and further connected to a display and res- 
pective loads through switches, 

Fig. 3 is a detailed diagrammatical view of the tuner, 
intermediate-frequency, discriminator and low-frequency 
30 parts of the radio receiver shown in Figs. 1 and 2, 
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Figs. 4, 5 and 6 are seller rtic views illustrating the 
electronic circuitry of the signal processing and switching 
parts of the radio receiver, and 

Fig. 7 is an overall schematic view of an alternative 
5 implementation of a control and communication system ac- 
cording to the present invention, in which an RDS radio 
link employing frequency modulation is used. 

:n Fig. 1, a control and communication system 10 for an 
electrical power supplying system is shown. The control and 

10 communication system 10 comprises a central control unit 12 
constituted by a personal computer or PC comprising a 
screen 14, a CPU 16 including a disc drive and a keyboard 
18. The central control unit or personal computer -12 is 
connected through an appropriate interface and through a 

15 data communication line 20 to a control board and a central 
computer of a power station, which control board is desig- 
nated by the reference numeral 22. Through the data com- 

i, munication line. 20, the central control unit 12 receives 

T information and data regarding the present state of the 

20 electrical ppwer supplying system, such as the present 
amount of energy being produced, any changes within a 
preceding period of time and any expected changes within 
the following period of time regarding the amount of energy 
to be produced, the total capacity of the power plant, any 

25 relevant data concerning an electrical supplying network 
which is supplied with electrical power from the power 
station, the time of day, or any relevant statistical data 
and/ or other relevant data produced by the computer of the 
power station or supplied to the computer from similar 

30 computers located at different power stations connected to 
the electrical power supplying system to which the present 
power station and the present electrical power supplying 
network ar£ connected. 

On the basis of the data supplied to the central control 
35 unit and on the basis of the software of the PC 12 and 
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possibly any additional information or data input to the 
personal computer through the keyboard 18 or through an 
additional input from, e.g., a similar central control unit 
of a different power station, an external computer or the 
5 like, the central control unit or personal computer 12 
decides whether the tariff has to be changed in a group 
consisting of one or more consumers, i.e. a group including 
electrical power consuming loads, this change of tariff 
being further displayed to the consumers in question for 

10 informing the consumers about the present tariff (such as 
the present kilowatt-hour rate) so as to encourage the 
consumers to reduce the power consumption during high- 
tariff periods, or whether the power consumption has to be 
reduced if an extreme situation is prevailing or approach- 

15 ing, which extreme situation calls for a reduction in the 
amount of electrical power consumed, this : reduction being 
brought about by switching loads of a group of consumers 
from the electrical power supplying network. 



Provided the central control unit 12 decides that a change 
26 has to be made, the central control unit 12; outputs a ^1 
control signal constituted by a digital code or a; digital 
message identifying the change to be made: to a radio trans- 
mission system constituted by a public paging system 24 
(which in the embodiment shown in Fig. l is constituted by 
25 the Danish public paging system OPS) , including a public 
paging system center (which in the embodiment shown in Fig. 
1 is constituted by the OPS center OPX located in Copen- 
hagen, Denmark, at the Danish public institution "Statens 
Teletjeneste") , to which public paging system center 24 
30 alternative signal sources, such as a telephone 26, are 



On the basis of the control signal supplied to the public 
paging system center 24, which control signal preferably 
includes data encrypted via a combined dynamic and static 
35 encryption routine performed by the personal computer 12 by 
employing an encryption algorithm, such as a DES algorithm. 
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i.e. an algorithm including a public key, or alternatively 
an algorithm including a secret key, the public paging 
system center 24 routes the code to the intended transmit- 
ter, i.e. the transmitter covering the geographical area in 
5 which the consumers are located, which consumers are the 
intended receivers of the code or message from the central 
control unit 12. Thus, as previously mentioned, in the 
Danish public paging system OPS, approximately 70 transmit- 
ters cover most of the geographical area of Denmark, ex- 
10 eluding the Faroe Islands and Greenland. 

In Fig, 1, two transmitters are shown, which transmitters 
broadcast public paging messages within geographical areas 
schematically illustrated in Fig. 1 by areas defined by 
dot-and-dash lines 30. — 

15 Within each of the dot-and-dash line areas 30 two dotted 

line areas are shown defined by dotted lines 32 and 34. The 
dotted lines 32 and 34 define a first and a second group, 
respectively, of cons umer s or loads, which are addressable 
from the central control^ unit . or PC 12 through the public 

20 paging system comprising the transmitters 28. Each of the 
consumers belonging to one of the groups 32 of 34 is iden- 
tified by a block 36, which is connected to an aerial 38, 
and which receives electrical power through a power line 
40. The block 36 shown in the right-hand, uppermost part of 

25 Fig. 1 includes a diagram 42 schematically illustrating the 
structure of each of the blocks 36. The structure of the 
blocks 36 is described in greater detail below with refer- 
ence to Fig. 2. 

In accordance with the teachings of the present invention 
30 and as discussed above, a message intended for one of the 
groups 32 or 34 of one of the areas defined within one of 
the dot-and-dash lines 30 is, as discussed above ,• trans- 
mitted from one of the transmitters 28 and received by the 
aerials 38 within the geographical area in question and 
35 input to respective receiver circuits connected to the 
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aerials 38 in question, within the electronic circuitries 
which have received the messages or the broadcasts, the 
broadcasts are decrypted and analyzed by the electronic 
circuitries in question for determining whether or not the 
5 message or messages received are intended for the receiver 
and consumer in question. In the schematic diagram 42, a 
block 44 is shown schematically illustrating the above 



messages received are intended for the receiver and con- 
10 sumer in question, the message is transmitted to a block 
46, in which the message causes a shift of tariff from a 
normal or default tariff to a low or a high tariff or vice 
versa, or from a low tariff to a high tariff or vice versa , 
which shift is further displayed to the consumer, as will 
15 be discussed below or causes specific loads which are 

considered to be low priority loads and may be disconnected 
from the power supplying network or power lines 40 to be 
disconnected from the network or, in the event that the 
message constitutes an inverse message as compeared to the 
20 £ r f vi f usly discus s«d message, causes the load or loads to 
^ -be connected to the network. ~ " - ± ~ 



30 



In Fig. l, a block 48 is shown comprising a set of switches 
or relays for switching one or more loads 50 out of or into 
the network, i.e. disconnecting the one or more loads 50 
from the power line 40, which is connected to a meter 52, 
which is also connected to the block 46. The broadcast 
system of the control and communication system 10 further- 
more comprises fold-back receivers 64 provided with aerials 
66 and outputs 68 connected to and supplying fold-back 
signals to the central control unit 12, which fold-back 
receivers 64 are located within respective geographical 
areas, such as the areas defined by the dot-and-dash lines 
30 shown in Fig. i, serving as a receiver of a pseudo- 
feedback loop and further as a telltale. Thus, first each 
of the fold-back receivers 64 serves the purpose of check- 
ing that any codes or messages output from the central 
control unit 12, and intended for one of the groups 32 or 
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34 within the geographical area 30 in which the fold-back 
receiver 64 in question is located, are transmitted from 
the transmitter 28 located within that area. Provided the 
fold-back receiver 64 in question receives a broadcast 
5 from the transmitter 28, which broadcast is identified by 
the fold-back receiver 64 in question as a message intended 
for a group such as one of the groups 32 or 34 shown in 
Fig. 1 - or an additional third, fourth, ... group located 
within the geographical area in question - the fold-back 

10 receiver in question generates a fold-back signal positive- 
ly identifying the broadcast received, which fold-back 
signal is output from the output 68 of the fold-back recei- 
ver 64 in question and input to the corresponding input 70 
of the central control unit 12, which consequently receives 

15 the fold-back signal generated by the fold-back receiver 64 
in question anc compares the message generated within the 
central control unit 12 for determining whether or not the 
fold-back signal input to the central control unit 12 is a 
correct fold-back signal, i.e. a fold-back signal corres- 

20 ponding to the message or code^output from the central 
control unit 12. Thus, by inputting a correct fold-back 
signal from a correct fold-back receiver, i.e. the fold- 
back receiver located at the correct geographical area 
covered by the correct transmitter 28 from which the mes- 

25 sage or code was to be transmitted, a central control unit 
12 is able to determine that a correct broadcast has been 
made. 

Secondly, in the event that one of the fold-back receivers 
64 receives a broadcast and identifies the broadcast as a 

30 broadcast intended for receivers belonging to the control 
and communication system 10, the fold-back receiver 64 in 
question outputs a corresponding fold-back signal to the 
central control unit 12. In the event that the central 
control unit 12 has not previously output a code or a 

35 message corresponding to the fold-back signal received from 
one of the fold-back receivers 64, the central control unit 
12 is informed that an erroneous or false broadcast has 
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been transmitted within the area in which the fold-back 
receiver 64 is located and from which fold-back receiver 
the fold-back signal is received. In accordance with the 
software of the PC 12, the PC 12 outputs a message or a 
5 code to the public paging system center 24, which message 
or code results in the broadcasting of a broadcast overrid- 
ing the erroneous or false broadcast received from the 
above mentioned fold-back receiver. 



In order to ensure that none of the receivers and none of 
10 the consumers within the control and communication system 
has made any changes, e.g. shifted from a correct tariff to 
an incorrect tariff or switched loads into or out of the 
network, each of the receivers 36 includes a delay circuit 
delaying any actions performed by the receiver or electro- 
15 nic circuit in question until a previously determined delay 

from the receipt of a broadcast 



20 



above discussed shift, 
termined delay time, 
the broadcast of a 
message or^coae overrides 

36 



change, so that within the prede- 
central control unit 12 may cause 
message or code, which correct 

as 

one. , Each 
has a preferred state or a 

operation mode at a 



default state corresponding to a normal 
normal or medium tariff and further a normal 
mode in which none of the loads are disconnected 
25 power supplying network. 



In Pig. 2, the electronic circuit 42 is shown in greater 
detail, the block 44 being substituted by three blocks 54, 
56 and 58 identifying a tuner block, an intermediate-fre- 
quency block 56 and a discriminator and low frequency block 

30 58, which are shown in greater detail in the detailed 

electronic circuit diagram of Fig. 3. In Fig. 2, a block 60 
is further disclosed, which block 60 constitutes an input /- 
output block 60 for communicating with an external input/- 

an infrared communication link as il- 

35 lustrated by arrows 72 and 74 illustrating the. input of 
data to the input/output block 60 and the output of data 
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from the input/output block 60, respectively. The block 60 
is connected to the central block 46 of the receiver cir- 
cuit 42, which central block 46 includes a central proces- 
sing unit which may be programmed by the input of data to 
5 the input/output block 60, as illustrated by the arrow 72, 
and from which central processing unit data stored in a 
storage means, such as a RAM store, may be output from the 
input /output block 60, as illustrated by the arrow 74. 



In Fig. 2, a block 62 is further disclosed, which block 
10 illustrates a display comprising three lamps or LEDs , e.g. 
a green, yellow and a red lamp or LED informing the con- 
sumer about the present tariff in an obvious and easily 
appreciable manner by emitting green light when the tariff 
is the low tariff, yellow light when the tariff is the 
15 medium or default tariff, and red light when the tariff is 
the high tariff. Obviously, more than three' tariff s and 
displays may be provided. In Fig. 2, the meter 52 is also 
provided with three lamps or LEDs corresponding to the 
lamps or LEDs of the display 62, and furthermore provided 
20 ^ith three counters counting the accumulated kilowatt-hours 
for each of the three tarif f s or the accumulated amounts of 
each of said tariffs. 



It is to be realised that each of the receivers of the 
control and communication system 10 shown in Fig. 1 con- 

25 stitutes a receiver of a public paging system such as the 
Danish OPS system, which receiver is capable of responding 
to a code number identifying the receiver's identity or 
membership of a group of receivers of the control and 
communication system according to the present invention 

30 and, preferably, further a code number which may be ad- 
dressed from an external source, such as the telephone 
apparatus 26 shown in Fig. i, by the addressing of which 
code number an optional function, e.g. the switching on or 
off of the heating or the lighting of a house, or the 

35 turning on or off of an electric apparatus, such as a 

cooking appliance, may be accomplished. Furthermore, the 
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receivers may serve additional functions of warning, in- 
forming, etc. of the public paging system. 

Turning now to Fig. 7, a slightly modified control and 
communication system according to the present invention is 
5 shown in which the broadcast link is constituted by an FM 
(frequency modulated) RDS (Radio Data System) broadcast 
link. In Fig. 7, the transmitters 28 consequently consti- 
tute FM radio transmitters broadcasting in accordance with 
the FM RDS standard. The receivers 36 of the control and 

10 communication system are, as shown in Fig. l, located in 

groups 32 and 34, and the above described fold-back receiv- 
ers 64 are further provided in the FM RDS transmission 
system shown in Fig. 7. In the lower part of Fig. 7, the 
control board 22 and the central control unit 12 are shown, 

15 which central control unit 12 in Fig. 7 is connected to an 
RDS coding block 80, which is further connected to a ste- 
reophonic coding device or block 82. The RDS coding block 
80 further communicates with three or more computers 84, 86 
and 88 inputting RDS dynamic data, paging data and traffic 

20 information (^emc : ~ : Traffic Message Channel) data, respec- 
, tively, to the RDS coding block 80. The stereophonic coding 
block 82 further receives audio signals 90 and 92 constitu- 
ting a stereophonic audio signal and outputs a base band 
signal including RDS information to a VHF/FM transmitter 

25 driver block 94. The block 94 is connected to the transmit- 
ters 28 shown in the upper part of Fig. 7, which transmit- 
ters transmit or broadcast the VHF/FM signals, including 
the base band signal, and further the RDS signals or codes, 
in which any messages or codes generated by the central 

30 control unit 12 are included. The receivers 36 and the 
fold-back receivers 64 operate in a manner completely 
identical to that discussed above with reference to Fig. 1. 

It may be mentioned that apart from a frequency modulated 
(FM) RDS broadcast system, the receivers 36 may alterna- 
35 tively respond to teletext information of VHF or UHF tele- 
vision broadcasts, or any broadcasts such as microwave 
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broadcasts, pulse code modulated (PCM) , phase modulated 
(PM) , dual tone multi frequency (DTMF) transmission or 
encoding standards, etc. 

In Fig. 3, a detailed electronic circuit diagram of the 
5 receiver block 44 is shown comprising the tuner block 54, 
the intermediate frequency block 56 and the discriminator 
and low frequency block 58. The tuner constitutes a 470 MHz 
tuner for operation in accordance with the Danish public 
paging system (OPS) standard and is a space diversity, 

10 superheterodyne receiver of a structure well known in the 
art per se . The electronic circuit was implemented in 
accordance with the below example 1 on a single-sided 
printed circuit board by using SMD (surface mounting devi- 
ce) technique. From the discriminator and low frequency 

15 block 58, a low frequency signal constituting a digital 
code signal is output from an output terminal designated 
ST3. 



EXAMPLE 1 

- 

The electronic circuit illustrated in Fig. 3 was imple 
20 mented from the following components: 

Quantity Component Value or type (Resistors 

in Q and capacitors in F) 





1 


R16 


80 




25 


3 


R17, 


R39, 


R43 470 




1 


R18 


33K 






1 


R19 


220K 






1 


R23 


56 






2 


R24, 


R25 


2K7 


30 


1 


R26 


10k 


■ 




2 


R28, 


R29 


56K 




2 


R31, 


R38 


IK 




r 
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10 



15 



20 



30 



1 
1 
1 
2 
1 
1 
6 

1 
1 
1 
1 
1 
1 
1 
2 
1 
1 
1 
1 
4 
1 
1 
1 
1 
1 
1 
3 
2 
3 
2 
1 
2 
7 

4 
2 
1 



R32 
R35 
R36 



150K 
560 
22K 
7, R40 12K 
R41 47K 
R42 680 
ST1, ST2 r ST3 , 
ST4, ST5, ST6 PINHEAD 
20.945 MHZ CL=20p 
455 KHz DXSKR 
74.68333 MHz SERXE 
39p 
2P7 
2-25P 

C61 
Dl, D2 
FL1 QMF214 
FL2 CFW455E 
IC1 MC3361D 



XI 
X2 
X3 



L6 

1*7 

Ii8 
L10 



Ll> L2 , IA , L9 N=2; 0=1. 5; 
L3 -N=3; 0=1.5 * - 

33N 
0.5U 

68 ON MDRATA 
N=10 . 7 
N=l; 0=1.5 
Ql/ Q2 r Q3 BF996S 
Q4, Q5 BFS17 
Rl, R14, R21 270 
R2, R3 4K7 
R4 4K7 
R5, Rll 560K 
R6, R12, R20, R22, 
R27, R33, R34 100K 
R7, R8, R13, R30 120k 
R9, R15 100 
RIO 12 OK 
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x .- ... . 

* n 







2 


Cl f C6 


1P8 






2 


C2, C3 


10P 






3 


C4 f C22, 


C29 2-10p VAR 






2 


C5, Cll 


2-10P VAR 


5 




4 


C7, C8, C31, C45 100P 






15 


C9, C13, 


C14, C15, C24, 








C25, C26, 


C27, C32, C35, 








C55, C57, 


C59, C62 f C63 






1 


CIO IP 




10 




1 


C12 2P2 








1 


C16 2-lOp TRIM 






2 


C17, C19 


0.56p 






1 


C18 lOp 








5 


C20, C21, 


C28, C33, C44 


15 


•■ 


1 


C23 3P3 








2 


C30, C60 


4p7 






1 


C34 22P 








1 


C36 lOOp 






1 


C37 47P 








2 


C38, C54 


3-50P 


• 1ST 




1 


C39 56P 


• 

H"'V- 


c. 

♦A 




1 


C40 18p 








4 


C41, C42, 


C43, C49 lOOn 






1 


C46 lu 




25 




1 


C47 8N2 








1 


C48 3N9 








1 


C50 2-10p VAR 






2 


C51, C52 


lOp 



2N2 



In Fig. 4, a diagrammatical view of the central block 46 
30 shown in Figs. 1 and 2 is disclosed. Centrally, the elec- 
tronic circuitry shown in Fig. 4 comprises a microprocessor 
±00, which is connected to the input/output block 60 also 
shown in Fig. 2, which block receives data input in an 
RS232 serial protocol through an input 102 and outputs data 
35 in an RS232 serial protocol through an output. 104. The 
microprocessor 100 further communicates with an EPROM 
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(Erasable Programmable Read Only Memory) 106 and an E 2 PROM 
(Electrically Erasable Programmable Read Only Memory) 108. 
In the presently preferred embodiment of the electronic 
circuitry , the microprocessor 100 is constituted by an 
5 integrated circuitry of the type 80C31SMD, the EPROM 106 is 
constituted by an integrated electronic circuitry of the 
type 27C64SMD, and the E 2 PROM 108 is constituted by an 
integrated circuitry of the type 93C46SMD. The block 60 
comprises two gates of the type 74HC32. The low frequency 

10 output from the block 58 shown in Fig. 3 is input to an 
input ST3, which is connected to a decoding block 110 
constituted by a POCSAG, a decoding circuit developed by 
British Telecom. Apart from the above-mentioned electronic 
components, the electronic circuitry shown in Fig. 4 fur- 

15 ther comprises a plurality of gates designated by the 

reference numeral 112 and constituted by integrated cir- 
cuitries of the type 74JIC32, and three Latch arrays 114 
constituted by integrated circuits of the type 27C64SMD. 

The electronic circuitry further comprises; two transistor 
20 switches 116 and 118, which are connect^ ^o respective 
output terminals ST l and ST 2. Two additional output 
terminals are designated 124 and 126 and are connected to 
an alarm, such as a piezo crystal transducer for informing 
a consumer, and a reset switch, respectively. The Latch 
25 array 114 shown in the lower right hand part of Fig. 4 

provides a total of eight outputs designated GR1, GR2, GR3, 
GR4, GR5, GL (Green LED), TAR 1 and TAR 2, respectively, 
which are connected to respective inputs of the switching 
block shown in Fig. 5. The output terminals ST 1 and ST 2 
30 are connected to respective terminals of the aerials of the 
space diversity tuner shown in Fig. 3. 

In a modified embodiment of .the electronic circuitry shown 
in Fig. 4, the microprocessor 100 is directly addressable 
from a conventional AC induction meter (Ferraris meter 
35 according to DIN 43864) for receiving SOI pulses. 
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The switching block 48 shown in Fig. 5 comprises a total of 
five optocouplers 130 connected to respective terminals 
GR1-GR5 and a total of five relays 132. The LEDs of the 
optocouplers 130 have their anodes connected to a positive 
5 voltage supply through a resistor 136 and its cathode 

connected to its respective terminal GR1-GR5. The triacs of 
the optocouplers 130 have one terminal connected to a 
terminal 122 and another terminal connected through a 
series connection of a resistor 138 and a capacitor 140 to 

10 a relay coil of a respective relay 132, the other relay 

coil terminal of which is connected to a terminal 120. The 
terminals 120 and 122 receive 220V AC, 50 Hz power. By 
addressing a respective terminal GR1-GR5, a current path is 
established through the optocoupler and the relay coil of 

15 the respective relay 132, which is consequently activated 
for shorting respective terminals of the relay, which 
terminals are connected to a respective terminal of a set 
of terminals 134. The inputs TAR 1 and TAR 2 are connected 
to respective relays 142 and 144 through respective resis- 

20 tors -146 and 148, and respective NPN transistors 150 and 
152 for activating a switch of the ^relays 142 and 144, 
respectively. The terminals of the switches of the relays 
142 and 144 are also connected to terminals of the set of 
terminals 134. 

25 In Fig. 6, a total of three loads 50 are shown, which are 
connected to the power supply rails RST and 0 through 
relays 160, the maintenance circuits of which are connected 
to the above relays 132. 



In the above, preferred embodiments of a control and com- 
30 munication system according to the present ir 'ention are 
described together with components of the system, such as 
the central control unit of the system and the radio recei- 
vers, the fold-back receivers, etc. The above detailed 
description is, however, not to be construed as limiting 
35 the scope of the present invention, as the teachings of the 
present invention are applicable, as already discussed in 
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detail above, in numerous technical fields, e.g. within the 
technical field of credit and debit card disabling, in 
warning systems, public paging systems, information sys- 
tems, remote control systems, such as systems controlling 
5 remotely located power plants, windmills, wind rotors, 

irrigation plants, alarm systems and numerous other similar 
technical fields, in which the unique technical solutions 
characteristic of the present invention may advantageously 
be employed. 
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CLAIMS 

1. A control and communication system for communicating 
with, and at least remotely controlling switching between 
an initial and a first state of , an apparatus, a device or 
5 a system, 

said control and communication system comprising: 

• 

a central control unit for generating a first control 
signal representing said first state of a said apparatus, 
device or system, said central control unit comprising a 
10 first input for receiving a first input signal representing 
said state, and an output for outputting said first control 
signal , 

a radio transmitter connected to said output of said cen- 
tral control unit for receiving said first control signal 
15 from said central control unit and for broadcasting a first 
broadcast^ in response to the receipt of said first control^ 
"Signal, and L 

a first radio receiver or a first plurality of radio recei- 
vers for receiving said first broadcast from said radio 

20 transmitter, said first radio receiver or each radio recei- 
ver of said first plurality of radio receivers being ar- 
ranged at a respective switching means and generating a 
first receiver signal in response to the receipt of said 
first broadcast, said receiver signal causing said switch- 

25 ing by said switching means, 

said radio transmitter and said first radio receiver or 
each radio receiver of said first plurality of radio recei- 
vers being selected from the group consisting of: 
private, public, national and international radio transmit- 
30 ters and radio receivers employing AM, FM, PM, PCM, DTMF or 
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CW modulation and operating in the HF, VHF, UHF, SHF or EHF 
frequency range, including 



. - - 



radio transmitters and radio receivers of a private, pub- 
lic, national or international paging system. 



5 2. A control and communication system according to claim l, 
said apparatus, device or system being selected from the 
group consisting of: electrical power supplying systems; 
display systems, including LCD displays, LED displays, lamp 
displays, TV monitors, light projectors and electromechani- 

10 cal displays; alarm systems, including acoustical and 

visual alarm systems; paging systems and devices; ventila- 
tion systems and devices; sprinkler systems and irrigation 
systems; credit card and debit card disabling systems; 
remote-control systems; illumination systems and devices; 

15 electric motors and electrically driven pumps for pumping 
gases or liquids; electromechanical lifting and moving 
systems; electrically operated valves, ^shutters and sluices 
regulating the flow of gases or liquids; windmills, includ- 
ing windmills generating electrical power ahd windmill^ ^ 

20 powering water-pumping devices; household appliances; and 
heating systems and devices, including cooking appliances. 



3. A control and communication system according to claim 2 
for an electrical power supplying system including at least 
one power-supplying source and an electrical power supply- 

25 ing network receiving electrical power from said power- 
supplying source and supplying said electrical power to a 
plurality of electrical power consuming loads, each of 
said electrical power consuming loads being connected to 
said network through a respective metering means which 

30 comprises or is connected to said switching means, 

said control and communication system comprising: 

said central control unit for generating a first control 
signal representing said first state of said electrical 



« 
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power supplying system, said centra? control unit compris- 
ing said first input for receiving said first input signal 
representing said state, and said output for outputting 
said first control signal, 

5 said radio transmitter connected to said output of said 
central control unit for receiving said first control 
signal from said central control unit and for broadcasting 
said first broadcast in response to the receipt of said 
first control signal, and 

10 said first plurality of radio receivers for receiving said 
first broadcast from said radio transmitter , each radio 
receiver of said first plurality of radio receivers being 
arranged at a said respective metering means and generating 
said first receiver signal in response to the receipt of 

15 said first broadcast. 

4. -A control and communication system according to claim 1 
or^2, said first radio receiver or each radio receiver of 
said first plurality of radio .receivers being connected to 
a said apparatus , device or system via said respective 

20 switching means for switching said apparatus, device or 
system from a normal or default state to a first state in 
response to said first receiver signal being supplied to 
said respective switching means. 

5. A control and communication system according to claim 3, 
25 each radio receiver of said plurality of radio receivers 

being connected to said respective metering means for 
switching said respective metering means from a normal or 
default tariff to a first tariff in response to said first 
receiver signal being supplied to said respective metering 
3 0 means • 

6. A control and communication system according to claim 3 
or 5, each radio receiver of said first plurality of radio 
receivers being connected to a respective on/ off switching 
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means for receiving said first receiver signal and for 
disconnecting an electrical power consuming load, which 
consuming load constitutes at least part of said electrical 
power consuming load connected to said electrical power 
5 supplying network through said respective metering means, 
from said electrical power supplying network in response to 
said first receiver signal being supplied to said respec- 
tive on/ off switching means. 

7. A control and communication system according to any one 
10 of the preceding claims and further- comprising a fold-back 

radio receiver for generating a fold-back signal in respon- 
se to the receipt of said first broadcast from said radio 
transmitter , 

said central control unit further comprising a fold-back 
15 input for receiving said fold-back signal. 

8. A control and communication system according to any one 
of the preceding claims, said first radio receiver or each . 

^ radio receiver of said first plurality of radio receivers 
being connected to a respective display means for display- 
20 ing a first piece of information in response to said first 
receiver signal being supplied to said respective display 
means . 

9. A control and communication system according to claim 7 
or 8 # said first radio receiver or each radio receiver of 

25 said first plurality of radio receivers comprising a delay 
means for delaying the generation of said first receiver 
signal in response to the receipt of said first broadcast. 

10. A control and communication system according to any one 
of claims 7-9, said central control unit further comprising 

30 a comparator means for comparing said first control signal 
and said fold-back signal so as to determine whether said 
fold-back radio receiver, and thereby each said radio 
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receiver, has received said first broadcast correctly or 
incorrectly. 

11. A control and communication system according to claim 
10, said central control unit further comprising a storage 

5 means for storing said first control signal and a delay 
means for delaying the comparison of said first control 
signal and said fold-back signal for a predetermined period 
of time from the generation of said first control signal. 

12. A control and communication system according to any one 
10 of the preceding claims, 

said first control signal constituting a specific control 
signal of a first plurality of control signals representing 
respective states of said apparatus, device or system, and 
said first control signal being generated in response to 
15 the input, to said central control unit through said first 
input thereof, of a specific input signal of a first plura- 
lity of input signals representing said states , 



said radio transmitter broadcasting a specific broadcast of 
a first plurality of broadcasts in response to the receipt 

20 of said specific control signal from said central control 
unit, said first radio receiver or each radio receiver of 
said first plurality of radio receivers generating a speci- 
fic receiver signal of a first plurality of receiver sig- 
nals in response to the receipt of said specific broadcast, 

25 and, in those cases where said system comprises a fold-back 



said fold-back radio receiver generating a specific fold- 
back signal of a first plurality of fold-back signals in 
response to the receipt of said specific broadcast. 

* 

30 13. A control and communication system according to any one 



of said first plurality of radio receivers comprising 
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logical means for positively identifying any received 
broadcast as being either a broadcast intended for the 
radio receiver in question or a broadcast not intended for 
the radio receiver in question. 

5 14 • A control and communication system according to claim 

13 , said central control unit comprising an encryption 
means for encrypting said control signal or control signals 
output to said radio transmitter, and each said radio 
receiver comprising a decryption means for decrypting any 

10 electrical signals generated by the radio receiver in 
question in response to the receipt of a broadcast. 

15. A control and communication system according to claim 

14, said encryption means performing a static and/or dyna- 
mic encryption routine by employing a static and/ or dynamic 

15 encryption key, a static and/ or dynamic encryption algo- 
rithm, a combination of said control signal or control, 
signals and a dynamic, time-varying function or a combina- 
tion thereof , and said decryption means performing a cor- 
responding static and/ or dynamic decryption routiner ^ " 

20 16. A control and communication system according to any one 

of the preceding claims, said radio transmitter and said 

radio receiver (s) forming part of a microwave communication 

system or an earth-satellite/ satellite-earth communication 
system* 

25 17. A control and communication system according to any one 
of the preceding claims, said control signal or signals, 
and/or said receiver signal or signals, and/or said fold- 
back signal or signals being signals selected from the 
group consisting of AM, FM, PM, PCM, DTMF and CW modulated 

3 0 signals • 

18 . A control said communication system according to any one 
of the preceding claims, 
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said central control unit further generating a second 
control signal representing a second state of said appara- 
tus, device or system, 

said second control signal being output through said output 
5 of said central control unit to said radio transmitter 

broadcasting a second broadcast in response to the receipt 
of said second control signal, 

said fold-back radio receiver, when comprised by said 
system, further receiving said second broadcast and genera- 
10 ting an alternative fold-back signal which is transmitted 
to said central control unit, and 

said control and communication system further comprising: 

a second radio receiver or a second plurality of radio 
receivers for receiving said second broadcast from said 
15 radio transmitter, said second radio receiver or each radio 
receiver of said, second plurality of radio receivers being 

. u ' . - ** 1 ^ ^-=5 - 

f * arranged at a respective switching means and generating a 
second receiver signal ~in response "to the receipt of said 
second broadcast. 

20 19. A control and communication system according to claim 
18, said second radio receiver or each radio receiver of ^ 
said second plurality of radio receivers having charac- 
teristics equivalent to the characteristics of said first 
radio receiver or first plurality of radio receivers as 

25 defined in any of the claims 1-17. 

20. A control and communication system according to any one 
of claims 1-19, said control signal (s) including a clock 
signal or other separately identifiable marker signal. 

21. A control and communication system according to any one 
30 of claims 3-20, said control signal (s) including informa- 
tion regarding the present kilowatt-hour rate. 
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22. A control and communication system according to any one 
of the preceding claims , each said radio receiver compris- 
ing a central processing unit controlling the operation of 
the radio receiver in question and receiving additional 

5 control data from said central control unit for controlling 
the operation of the central processing unit of the radio 
receiver in question. 

23. A radio receiver having any of the characteristics of 
the radio receivers as defined in any of the preceding 

10 claims. 

24. A method for communicating with, and at least remotely 
controlling switching between an initial and a first state 
of, an apparatus, a device or a system, 

said method comprising: 

15 generating a jfirst control signal representing a first 
state of iaird apparatus , device or system in response to 
the receipt of a first input signal representing said^ 
state , 

inputting said first control signal to a radio transmitter, 

20 broadcasting a first broadcast from said radio transmitter 
in response to the receipt of said first control signal, 

receiving said broadcast from said radio transmitter by 
means of a first radio receiver or a first plurality of 
radio receivers, said first radio receiver or each radio 
25 receiver of said first plurality of radio receivers being 
arranged at a respective switching means , and 

* 

generating a first receiver signal at said first radio 
receiver or at each radio receiver of said first plurality 
of radio receivers in response to the receipt of said first 
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broadcast, said receiver signal causing said switching by 
said switching means, 

said radio transmitter and each said radio receiver being 
selected from the group consisting of: 

5 private, public, national and international radio transmit- 
ters and radio receivers employing AM, FM, PM, PCM, DTMF or 
CW modulation and operating in the HF, VHF, UHF, SHF or EHF 
frequency range, including 

radio transmitters and radio receivers of a private, pub- 
10 lie, national or international paging system. 

25. A method according to claim 24, said apparatus, device 
or system being selected from the group consisting of: 
electrical power supplying systems; display systems, in- 
cluding LCD displays, LED displays, lamp displays, TV 

15 monitors, light projectors and electromechanical displays; 
alarm systems, including^acoustical and yi goal ajlarm sys- 
tems; paging systems and ^devices; ventilation, systems and 
devices; sprinkler systems and irrigation" systems; credit 
card and debit card disabling systems; remote-control 

20 systems; illumination systems and devices; electric motors 
and electrically driven pumps for pumping gases or liquids; 
electromechanical lifting and moving systems; electrically 
operated valves, shutters and sluices regulating the flow 
of gases or liquids; windmills, including windmills genera- 

25 ting electrical power and windmills powering water-pumping 
devices; household appliances; and heating systems and 
devices, including cooking appliances. 

26. A method according to claim 25 for controlling an 
electrical power supplying system and of communicating 

30 information throughout said electrical power supplying 

system, said electrical power supplying system including at 
least one power-supplying source and an electrical power 
supplying network receiving electrical power from said 
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power-supplying source and supplying said electrical power 
to a plurality of electrical power consuming loads, each of 
said electrical power consuming loads being connected to 
said network through a respective metering means which 
5 comprises or is connected to said switching means, 

said method comprising: 



generating said first control signal representing said 
first state of said electrical power supplying system in 
response to the receipt of said first input signal repre- 
10 senting said state, 

inputting said first control signal to said radio transmit- 
ter, 

broadcasting said first broadcast from said radio transmit- 
ter in response to the receipt of said first control sig- 
15 nal , 

receiving said broadcast from said radio transmitter by 
means of^said first plurality of radio receivers, "ekch 
radio receiver of said first plurality of radio receivers 
being arranged at said respective metering means, and 

20 generating said first receiver signal at each radio recei- 
ver of said first plurality of radio receivers in response 
to the receipt of said first broadcast, 

27. A method according to any one of claims 24-26, further 
comprising: 

25 receiving said first broadcast from said radio transmitter 
by means of a fold-back radio receiver, 

* 

generating a fold-back signal by means of said fold-back 
radio receiver in response to the receipt of said first 
broadcast , and 
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comparing said fold-back signal and said first control 
signal for determining whether said fold-back radio recei- 
ver, and thereby each said radio receiver, has received 
said broadcast correctly or incorrectly. 

5 28. A method according to any one of claims 24-27, further 
comprising any of the characteristics of the control and 
communication system according to any of claims 1-22. 
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